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Abstract of the contribution: This document proposes a solution for key issue 3.
1. Discussion 

Solution to Key issue #3 - support for preventing transport of IP packets of non-SIP based services which are not 3GPP PS Data Off Exempt Services in in roaming and non-roaming cases 
Enforcement for uplink packets of non-SIP based services which are not part of the 3GPP PS Data Off Exempt Services is accomplished by the UE through the Uplink filter configured by the HPLMN in the UE management object dedicetaed to that. Hence, if 3GPP PS Data Off is activated, the UE prevents sending of uplink IP packets which are for non-SIP based services other than the non-SIP based 3GPP PS Data Off Exempt Services configured in UE.
Enforcement  for the downlink packets of non-SIP based services which are not part of the 3GPP PS Data Off Exempt Services is is performed in the P-GW as follows :
When the 3GPP PS Data Off is activated:

a)
the UE informs network about the 3GPP PS Data Off activation as described in key issue1.
b)
If the 3GPP PS Data Off is part of the user subscription received from HSS:

1)
MME informs the P-GW of the PDN connection of the UE about the 3GPP PS Data Off activation using an indication in the Modify Bearer Request message.

2)
If dynamic PCC is applied for the PDN connection:

A) the P-GW initiates an IP-CAN modification procedure and informs the PCRF about the 3GPP PS Data Off activation.

B) PCRF activates PCC rules with downlink IP packet filters gating any IP packets not matching 3GPP PS Data Off Exempt Services
C) P-GW enforces the updated  PCC rules.

3)
If dynamic PCC is not applied for the PDN connection:

i)
the P-GW activates PCC rules to start gating any downlink IP packet not matching the configured downlink IP packet filters for 3GPP PS Data Off Exempt Services.

4)
P-GW indicates support of the P-GW parts of the 3GPP PS Data Off to the MME in Modify Bearer Response message. 

5)
If the P-GW of the PDN connection does not indicate support of the P-GW parts of the 3GPP PS Data in Modify Bearer Response message, the MME releases the PDN connection.

6)
MME indicates to the UE in Attach Accept message or in TAU Accept message that PS domain performs the MME parts of the 3GPP PS Data Off.

c)
If MME does not indicate to the UE in Attach Accept message or in TAU Accept message that PS domain performs the MME parts of the 3GPP PS Data Off, the UE can attempt to ensure that unauthorized IP packets are not transported using any proprietary means.
NOTE:
if MME indicates to the UE in Attach Accept message or in TAU Accept message that PS domain performs the MME parts of the 3GPP PS Data Off, the UE is not expected to use any proprietary means for ensuring that unauthorized IP packets are not transported.
When the 3GPP PS Data Off is deactivated:

a)
the UE informs network about the 3GPP PS Data Off deactivation as described in key issue 1.

b)
If the 3GPP PS Data Off is part of the user subscription received from HSS:

1)
MME informs the P-GW of the PDN connection of the UE about the 3GPP PS Data Off deactivation using an indication in the Modify Bearer Request message.

2)
If dynamic PCC is applied for the PDN connection:

A)
the P-GW initiates an IP-CAN modification procedure and informs the PCRF about the 3GPP PS Data Off deactivation.

B)
PCRF deactivates PCC rules that restrict IP packets other than those of 3GPP PS Data Off Exempt Services.

C)
P-GW enforces the updated PCC rules.

3)
If dynamic PCC is not applied for the PDN connection:

i)
the P-GW deactivates PCC rules that restrict IP packets other than those of  3GPP PS Data Off Exempt Services.

Finally, when a new PDN connection is established after MME indicates to the UE in Attach Accept message or in TAU Accept message, PS domain performs the MMEparts of the 3GPP PS Data Off as follows:
a)
MME informs the P-GW of the PDN connection being established about the 3GPP PS Data Off activation using an indication in the Create Session Request message.

b)
If dynamic PCC is applied for the PDN connection:

1)
the P-GW initiates an IP-CAN session establishment procedure and informs the PCRF about the 3GPP PS Data Off activation.

2)
PCRF provides PCC rules with the downlink IP packet filters gating any IP packets not matching 3GPP PS Data Off Exempt Services.

3)
P-GW enforces the PCC rules.

c)
If dynamic PCC is not applied for the PDN connection:

1)
the P-GW activates PCC rules to start gating any downlink IP packet not matching the configured downlink IP packet filters for 3GPP PS Data Off Exempt Services.

d)
P-GW indicates support of the P-GW parts of the 3GPP PS Data Off to the MME in Create Session Response message. 

e)
If the P-GW of the PDN connection does not indicate support of the P-GW parts of the 3GPP PS Data in Create Session Response message, the MME releases the PDN connection.
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Solution for Key Issue 3 – Support for controlling non-SIP based services which are not 3GPP PS Data Off Exempt Services in roaming (LBO and roaming with no IMS roaming interfaces) and non-roaming cases
6.B.1
Description

.Editor's note:
The exact definition of non-SIP based services is FFS.
Enforcement for uplink packets of non-SIP based services which are not part of the 3GPP PS Data Off Exempt Services is accomplished by the UE through the Uplink filter configured by the HPLMN in the UE management object dedicetaed to that. Hence, if 3GPP PS Data Off is activated, the UE prevents sending of uplink IP packets which are for non-SIP based services other than the non-SIP based 3GPP PS Data Off Exempt Services configured in UE. 
Enforcement  for the downlink packets of non-SIP based services which are not part of the 3GPP PS Data Off Exempt Services is is performed in the P-GW as follows :

When the 3GPP PS Data Off is activated:

a)
the UE informs network about the 3GPP PS Data Off activation as described in subclause 1.4.2.

The following additional steps are performed:
1)
MME informs the P-GW of the PDN connection of the UE about the 3GPP PS Data Off activation using an indication in the Modify Bearer Request message.

2)
If dynamic PCC is applied for the PDN connection:

A)
the P-GW initiates an IP-CAN modification procedure and informs the PCRF about the 3GPP PS Data Off activation.

B)
PCRF activates PCC rules with downlink IP packet filters gating any IP packets not matching 3GPP PS Data Off Exempt Services
C) P-GW enforces the updated PCC rules.

3)
If dynamic PCC is not applied for the PDN connection:

i)
the P-GW activates PCC rules to start gating any downlink IP packet not matching the configured downlink IP packet filters for 3GPP PS Data Off Exempt Services.

4)
P-GW indicates support of the P-GW parts of the 3GPP PS Data Off to the MME in Modify Bearer Response message. 

5)
If the P-GW of the PDN connection does not indicate support of the P-GW parts of the 3GPP PS Data in Modify Bearer Response message, the MME releases the PDN connection.

6)
MME indicates to the UE in Attach Accept message or in TAU Accept message that PS domain performs the MME parts of the 3GPP PS Data Off.

c)
If MME does not indicate to the UE in Attach Accept message or in TAU Accept message that PS domain performs the MME parts of the 3GPP PS Data Off, the UE can attempt to ensure that unauthorized IP packets are not transported using any proprietary means.
NOTE:
if MME indicates to the UE in Attach Accept message or in TAU Accept message that PS domain performs the MME parts of the 3GPP PS Data Off, the UE is not expected to use any proprietary means for ensuring that unauthorized IP packets are not transported.
When the 3GPP PS Data Off is deactivated:

a)
the UE informs network about the 3GPP PS Data Off deactivation as described in subclause 1.4.2.

b)
The following additional steps are performed :
1)
MME informs the P-GW of the PDN connection of the UE about the 3GPP PS Data Off deactivation using an indication in the Modify Bearer Request message.

2)
If dynamic PCC is applied for the PDN connection:

A)
the P-GW initiates an IP-CAN modification procedure and informs the PCRF about the 3GPP PS Data Off deactivation.

B)
PCRF deactivates PCC rules that restrict IP packets other than those of 3GPP PS Data Off Exempt Services.

C)
P-GW enforces the updated PCC rules.

3)
If dynamic PCC is not applied for the PDN connection:

i)
the P-GW deactivates PCC rules that restrict IP packets other than those of  3GPP PS Data Off Exempt Services.

When a new PDN connection is established after MME indicates to the UE in Attach Accept message or in TAU Accept message, the PS domain performs the MME parts of the 3GPP PS Data Off as follows:
a)
MME informs the P-GW of the PDN connection being established about the 3GPP PS Data Off activation using an indication in the Create Session Request message.

b)
If dynamic PCC is applied for the PDN connection:

1)
the P-GW initiates an IP-CAN session modification procedure and informs the PCRF about the 3GPP PS Data Off activation.

2)
PCRF provides PCC rules with the downlink IP packet filters gating any IP packets not matching 3GPP PS Data Off Exempt Services.

3)
P-GW enforces the PCC rules.

c)
If dynamic PCC is not applied for the PDN connection:

1)
the P-GW activates PCC rules to start gating any downlink IP packet not matching the configured downlink IP packet filters for 3GPP PS Data Off Exempt Services.

d)
P-GW indicates support of the P-GW parts of the 3GPP PS Data Off to the MME in Create Session Response message. 

e)
If the P-GW of the PDN connection does not indicate support of the P-GW parts of the 3GPP PS Data in Create Session Response message, the MME releases the PDN connection.
6.B.2
Impacts on existing nodes and functionality
Editor's Note:
Capture impacts on existing 3GPP nodes and Functional elements (e.g. UE, MME, eNB, S-GW, P-GW, P-CSCF etc.).


6.B.3
Solution Evaluation

Editor's Note:
Use this section for evaluation at solution level. Evaluation at key issue level is done in a separate clause.
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